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What is meant by a secure system?
Information theoretic definitions

Actions at Hi interface
do not interfere with
actions at Lo interface

System
Hi

Lo
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Contemporary systems are more convoluted,

[D. Clark, Control Point Analysis, TPRC 2012]
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developed using frameworks like these,
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and built and operated by humans
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Security in convoluted systems
Outline of talk

Use Case

Declarative security

Operational security

Security by comparison

Conclusion
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SCADA over public networks
One seemingly simple objective

“[...] SCADA
communications should be
encrypted and routed
through a VPN tunnel
through corporate IT or other
non-critical networks. [...]”

[“Securing the move to
IP-based SCADA/PLC
networks” , UK Centre for the
Protection of National
Infrastructure (CPNI), 2011]
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Looking for a use case
Siemens S7comm protocol over TCP/TSAP on Port 102
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The ICS use case
Siemens S7comm protocol over TCP/TSAP on Port 102

[S.N. Foley, Getting security objectives wrong, a cautionary tale, SPW 2017]
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The ICS use case
Siemens S7comm protocol over TCP/TSAP on Port 102

FEP	PLC	

firew
all	

ADMIN	
Internet 

EVIL	192.168.100.0/24 

102 3389 

IPin IPex 

[S.N. Foley, Getting security objectives wrong, a cautionary tale, SPW 2017]
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The ICS use case
Siemens S7comm protocol over TCP/TSAP on Port 102

FEP	PLC	

firew
all	

ADMIN	
Internet 

EVIL	192.168.100.0/24 

102 3389 

IPin IPex 

PLC FW Admin
Evil

[S.N. Foley, Getting security objectives wrong, a cautionary tale, SPW 2017]
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Safety properties
Imagine a potato peeling ICS

PLC
get

peel

s7.on

s7.off

Idealized Implementation
Supervision on channel s7:

PLC =̂ (s7.on→POT )

POT =̂ (get→ peel→POT )
2 (s7.off→PLC )

Functional Requirement

REQ =̂ (get→ peel→REQ)
2 (s7?x →REQ)

Safety Refinement
Every implementation trace is
valid requirement trace.

PLC vREQ
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Implementing requirements in the presence of an attacker

Firewall as a security control

PLC FW Admin,
Evilpeel

get s7 ext

Pass only external supervision packets from Admin

FW =̂ (ext?ip?op→ (if (ip =Admin) then s7!op→ FW
else FW ))

Deployed system includes its infrastructure

Deployed =̂PLC ∥ FW

∥Evil ∥Admin
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A declarative definition of security

System Infrastructure Refines
Require-
ment

Robust satisfaction of functional requirements
Deployed system and infrastructure is sufficiently robust to be able
to satisfy the functional requirements in the presence of threats.

(System ∥ Infrastructure) vA Requirement

Implementation S locally refines requirement R at interface A:

S vA R ⇔∀s : traces(S) •
∃r : traces(R) • s �A= r �A

[S.N. Foley, A non-functional approach to Integrity, IEEE JSAS 21, 2003]
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Robust Satisfaction
REQ =̂ (get→ peel→REQ)2 (s7?x →REQ)

PLC FW Admin,
Evilpeel

get s7 ext

PLC =̂ (s7.on→POT )

POT =̂ (get→ peel→POT )
2 (s7.off→PLC )

FW =̂ (ext?ip?op→
(if (ip =Admin)
then s7!op→ FW
else FW ))

Robust satisfaction in the ICS

(System ∥ Infrastructure) vA Requirements
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2 (s7.off→PLC )
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(PLC ∥ FW ∥Admin ∥Evil) v{get,peel} REQ
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Robust Satisfaction
REQ =̂ (get→ peel→REQ)2 (s7?x →REQ)

PLC FW Admin,
Evilpeel

get s7 ext

PLC =̂ (s7.on→POT )

POT =̂ (get→ peel→POT )
2 (s7.off→PLC )

FW =̂ (ext?ip?op→
(if (ip =Admin)
then s7!op→ FW
else FW ))

Robust satisfaction in the ICS

(PLC ∥ FW ∥ STOPUntrusted ) v{get,peel} REQ

where Untrusted =̂ { ip : IP ,op :OP | ip 6=Admin • ext.ip.op }
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Examples of robust satisfaction

Information flow
No information flow across firewall FW from untrusted external
network interfaces to the internal S7 interface.

(FW ‖STOPUntrusted ) ≡{s7.on,s7.off } FW

External consistency (integrity)
No observable difference between system with benign infrastructure
and system with malicious infrastructure.

Subterfuge freedom in Trust Management
Freedom from a freshness-style attack in delegation mechanisms.

Simple trace-based definition; can have other variations.

[S.N. Foley, Noninterference analysis of subterfuge, J. Trust Mgmt, 2013]
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The reality of the ICS use case
Many services, many attacks, much to go wrong

S7comm on Port 102
CVE-2015-2177/Denial of service;
Preset userid/password Basisk;

PPTP on Port 1723
MS Security Advisory 2743314:
MS-CHAPv2 weakness;. . .

CWMP over HTTP
CVE-2014-9222, CVE-2014-9223:
misfortune cookie vulnerability;. . .

Huawei home gateway
CVE-2015-7254 path traversal;
CVE-2013-6786 XSS; . . .

Siemens FAQ8970169
“Port 102 [...] must be enabled for
the complete transfer route"
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Models and reality
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Security Threat Management
Describing security operationally

Internal Control
Security in terms of security controls that
mitigate threats to achieving objectives.

Control catalogues and compliance
Catalogues of operational best practices for
dealing with security threats.

Efficacy metrics
Metrics on outcome of tests that security
controls mitigate threats as expected.

Objective

Threat

Control

Efficacy

[S.N. Foley, Security Risk Management using internal controls, ACM WISG, 2009]
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Threat management for the ICS use case
Objective: provide remote supervisory control to ICS

Threat: attacker can access PLC

• CPNI: tunnel S7 traffic over VPN.
• Only admin IP access to VPN.
• Software update mechanism.

Efficacy: Intrusion Detection System
Snort rules that check for suspicious S7
packets on internal network.

Threat: PLC is unreachable

• FAQ: open Port 102 on router

Objective

Threat

Control

Efficacy
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Operational security in practice
Many threats, many controls, much to go wrong
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Measuring operational security
Caculating the impact of a security control failure
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Defining security

The declarative view
• Define what security denotes
• Model requirements, system, controls,
infrastructure, attackers.

• Security efficacy through security
properties; information flow, ...

The operational view

• Define security in terms of operation
• Link threats to controls based on
compliance with best practices.

• Security efficacy through metrics,
measuring/reporting control efficacy.



Motivation Use Case Declarative security Operational security Security by comparison Conclusion

Defining security

The declarative view
• Define what security denotes
• Model requirements, system, controls,
infrastructure, attackers.

• Security efficacy through security
properties; information flow, ...

The operational view

• Define security in terms of operation
• Link threats to controls based on
compliance with best practices.

• Security efficacy through metrics,
measuring/reporting control efficacy.



Motivation Use Case Declarative security Operational security Security by comparison Conclusion

Security defined as comparison

Secure Replacement P vQ

• P is no less secure than Q.
• Currently upheld objective Q can be
securely replaced by objective P .

• Compliance: P vCPNI

Secure Composition P uQ, P tQ

• A lattice of objectives.
• Objective P uQ as ‘best’ objective
that is no less secure than P and Q.

• Replace P by P u (CPNI tRFC5735)

> least
secure

⊥ most
secure

P

Q
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Security defined as comparison

Secure Replacement P vQ

• P is no less secure than Q.
• Currently upheld objective Q can be
securely replaced by objective P .

• Compliance: P vCPNI

Secure Composition P uQ, P tQ

• A lattice of objectives.
• Objective P uQ as ‘best’ objective
that is no less secure than P and Q.

• Replace P by P u (CPNI tRFC5735)

> least
secure

⊥ most
secure

P Q

P tQ

P uQ
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Objectives as firewall policies
FEP	PLC	

firew
all	

ADMIN	
Internet 

EVIL	192.168.100.0/24 

102 3389 

IPin IPex 

Initial policy/FAQ UPol
Index [...] Src IP Src Port Dst IP Dst Port Action

1 ... *.*.*.* ≥1024 plc 102 Allow
2 ... *.*.*.* ≥1024 fep 3389 Allow

CPNI Recommendations: CPNI
Index [...] Src IP Src Port Dst IP Dst Port Action

1 ... 192.168.100.0/24 ≥1024 plc 102 Allow
2 ... *.*.*.* * plc 102 Drop
3 ... external IPs ≥1024 fep 3389 Allow

Remote Desktop Policy: RPol
Index [...] Src IP Src Port Dst IP Dst Port Action

1 ... admin ≥1024 fep 3389 Allow
2 ... *.*.*.* * fep 3389 Drop
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Conventional firewall policy composition
FEP	PLC	

firew
all	

ADMIN	
Internet 

EVIL	192.168.100.0/24 

102 3389 

IPin IPex 
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Index [...] Src IP Src Port Dst IP Dst Port Action

1 ... *.*.*.* ≥1024 plc 102 Allow
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A policy algebra for firewall policies
A simplified version

Secure Replacement P vQ

Policy Q can be replaced by policy P , if P is no less restrictive
than Q. For all P ,Q :Policy :

P vQ ⇔ (accepts(P) ⊆ accepts(Q)) ∧ (denies(P) ⊇ denies(Q))

Lattice of policies (Policy ,v,t,u)
Policy forms a lattice under v, with lub t and glb u.
Policy compositions

Pol =UPol u (CPNI tRPol)

Pol ′ =Pol uRFC5735

[Neville&Foley, Reasoning About Firewall Policies Through Refinement and Composition, DBSec 2016.]
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Some related Work

Process calculi and security properties
Information theoretic definitions of security in all its forms.
[Jacob IEEE S&P 1988] Security refinement over specifications.
[Foley JCAS 2003] Robust satisfaction.

Policy algebras
[Foley IEEE S&P 1989] lattice of flow policies;
[Wijesekera ACMTISS-2003] policy algebras as predicates;
[ZhaoBellovin CTS 2007] Firewall policy composition algebra;
[Adão CSF-2014] Formal reasoning over firewall deployments;
[FoleyNeville DbSec2016] lattice of ipTables policies.
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Conclusion

Convoluted systems
Many parts, many players, many objectives, much to go wrong.

Secure by comparison
Security objectives defined implicitly by comparison with past
configuration, best practices, etc.

Firewall Algebra
Compute, compare and reason about firewall policies.

Challenge
Considering multiple security objectives? Find a lattice ordering.
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