An Online Consent Maturity Model

moving from Acceptable Use towards Ethical Practice

Vivien Rooney and Simon Foley
IMT Atlantique,

Rennes, France

New Security Paradigms Workshop, Windsor UK, 2018 paper



NSPW Past
UCLA Conference Center at Lake Arrowhead, Sept. 2005




Dilemma: is it OK to use the photograph?

University of California, Los Angeles
MULTIMEDIA RELEASE FORM

* A good cause: T-shirt sales fund
NSPW reception.

* Acceptable use agreed, 2005.
* Check with everyone: T-shirt OK?
* What about a tagged photo?

i for Use of Name, Image and Statements

* What’s the right thing to do?

IMPORTANT: IF ’
GUARDIAN SIGN

Parent/Guardian Nar
Parent/Guardian Sig;

Participant's Age (if




What is this data activity like?

Online [data] analytics

Psychology (qualitative) research

* Gather

* Retain

* Analyse, Link
* Use results

* Consequences

* What’s the right thing to do?

* Gather

* Retain CQ.
| B L
* Analyse, Link I VT

* Use results
* Consequences

* What’s the right thing to do?

What can we learn about ethics from qualitative research?




Qualitative research methods in Psychology

e Understanding how people make
sense of their world

* Human experience of technology
e Use Qualitative Research Methods

 What about ethics?

Quantitative Methods

Unly one in 30 take |
the free ice cream.
Interesting...

Qualitative Methods

What did you feel
when you saw the

\fr_e_e ice cream!
And why was that!

Excited.
A little scared.




Consent: a utilitarian view

* Moral action judged on its benefits

Shipwrecked sailors choose cannibalism to survive

o [R v. Dudley and Stephens 1884 QBD 273 DC]
[ ] [ )

W& * Milgram’s priority was the study of obedience

¢ Data Initiatives: public interest outweighs
¢ consent
Public Announcement

“Your information will continue to be made available WE VILL PAY Y0U 5400 FOR
only to bona fide researchers undertaking health O HoT or YORR TRE
research that is in the public good” [UK Biobank]

Persons Needed for a Study of Memory

* The end justifies the means

TO

PROF. STANLEY MILGRAM, DEPARTMENT OF PSYCHOLOGY
YALE UNIVERSITY, NEW HAVEN, CONN. [ want 1o take pait in
this study of memory and learning. | am between the
50. [ will be paid $4.00 (plus S0¢ carfare) if | participate



Consent: a legalistic view

 Adhere to contract.

A one armed swimmer is disqualified from
their win as ‘hands’ must touch the pool wall.

-4 » Ethnography of village life: consent makes

objectification of peoples’ lives OK.

"5 « Online: the contract tells you everything

“We provide clear descriptions of these tools,
and robust controls so people can turn them
on or off, and delete their histories at any
time” [Google]

* Contract followed, independent of
outcome.

\Mv
it 1]

Date * U

.

SONSEHT TO USE INVESTIGATIONAL DRUGS

. fa
I agree to participate as & subject in the investigation o

18 | i I ital, and have
arug(s) being evaluated in The Johns Hopkins Hosp ’

been informed as to the nature of the investigation.

Tatient's Printed name and Signature,
History Yumber or Address; Parent or

Guardian Physician's Signature



Consent: an ethics of virtue view

* Aspire to the ideals of human dignity

and autonomy Cede Power
* Dealing with dilemmas
* Ongoing participatory process
* Symmetry of power [GOOC' faith} e [ Empathy }
* Treat the data as if it’s about you W ?7
* Be honest and transparent T T
* Always question the use of data Reflexivity

e Account for everything you do

Moral
. . [dilemma Trust }
 All decisions foreground the human. u




Evolution of ethical practice

in Qualitative Research

e Utilitarian A Gﬁ_}

* There’s a common good

* Legalistic z

* I've applied the rules g .Ethics of
¢ Eth|CS Of V|rtue m .Lega||st|c Virtue

e Human centred consent

® ... .
Utilitarian
>
Evolution
Old paradigm Current paradigm

(best practice)



Trajectory for consent

in online analytics

 Utilitarian

* There’s a common good
* Legalistic

* |'ve applied the rules

* Ethics of virtue
* Human centred consent

Maturity of consent

o~
, = ‘Ethics of
O Virtue

Legalistic

.Utilitarian

>

Evolution
Existing paradigm New paradigm



Towards 2038: human-centred consent

The new paradigm

e Data scientists Work Wlth data Qualitative Longitudinal Study
* Applied Psychologists (data - [ i) ] [G;i,‘;fj,er
controller) work with peopleto |2 i T
find out how they make sense of | o T e [ 7 ]

their world/data. —— H

Policy
e Cognisant of evolving social
decisions
:J;c?uest‘ PEP ’ S | Governance
<< e

norms, regulations, etc.
Data

Resource

1IN3IN3IDHOLINT

* How will it scale?



In the meantime ...

A capability maturity model for consent

* How can | judge my treatment of
informed consent?

 What are my practices around
managing consent: initial consent,
altering consent, withdrawing
consent, ongoing consent, further
consent

 What are my practices around the
data and relationships: explaining
purpose, maintaining contact,
withdrawing data, data reuse, data
linking, trust, reflexivity.

Consent Maturity Levels

Criteria Description Utilitarian Legalistic Virtue |
Initial Consent Agreement to partici- || Opt-out Opt-in Opt-in, includes cooling-off
pate period, following which a
confirmatory opt-in is re-
quired, otherwise refusal is
presumed
Altering consent Modification of the || Not facilitated Possible, onus on partici- | Offered regularly and easily
agreement pant to discern procedure achieved
Withdrawing  con- | Revoke the agree- || Not facilitated Possible, onus on partici- | Offered regularly and easily
sent ment to participate pant to discern procedure | achieved

Scope of initial con-
sent

What is encom-
passed by any initial
agreement

As broad as possible: inter-
preted inclusively

Interpreted in terms of what
is reasonable or in the inter-
est of the common good

Limited to what was con-
veyed initially: interpreted
strictly, erring on the side of

Ongoing consent

Consent is a process
throughout the dura-
tion of a project

To be avoided

Avoided, consent is revisited
in a strictly formal manner,
adhering to the provisions
of any agreement

Participants are routinely
consulted, reminded of
the options available to
them, such as withdrawal.
Changes in consent are
easily achieved.

Further consent

Consent is sought
for any further or
d Ivsi

Opt-out, covered by initial
consent, and if necessitated

b4 ysis,

by legal pr , is pre-

Opt-out, adheres to strict le-
gal requirements.

Opt-in; a lack of response
from participants to a re-
quest for further consent is

Data Initiatives. sented in a way that requires regarded as a refusal.
agreement in order to access
information/services.
Consent Maturity Levels ‘
Criteria Description Utilitarian Legalistic Virtue |
Expl i of | Comprehensive and || Mini provided at outset | Specified precisely in legal- | Elucidated clearly and acces-
project relevant information istic language sibly, including possible con-

provided

sequences, updated as neces-
sary, questions invited.

Informing  Partici-
pants

Participants are kept
up to date about the

Not necessary.

Not envisaged, to be ex-
cluded from any agreement

Communicated to partici-
pants in an accessible way,

project and informed with participants along with appraisal, includ-
of what emerges ing start and completion
from data analysis date of analysis. Response is

invited, and taken on board.

Withdrawing data Partial or complete || Not facilitated Possible, onus on partici- | Offered regularly and easily
withdrawal of data pant to discern procedure achieved

Reuse of existing | Existing data is || Acceptable Allowable if deemed to be in | Not envisaged: once initial

data sets subject to secondary the interest of the common | purpose is complete, further
analysis, such as good and/or in line with cur- | use requires consent ‘ab ini-
Data Initiatives rent social norms tio’

Linking of data sets | Data Sets can be | Acceptable Allowable if deemed to be in | Not envisaged: once initial
linked for analytic the interest of the common | purpose is complete, further
purposes good and/or in line with cur- | use requires consent ‘ab ini-

rent social norms. tio®

Trust Mutual trust is built || Not envisaged. Not envisaged, access to in- | An intrinsic part of the ap-
and maintained formation available as re- | proach, including easy ac-
through  fostering quired by legal agreement. | cess to information regard-
openness and equity ing past data breaches, reme-

dies implemented, a history
of the organisation’s activi-
ties.

Reflexivity Engaging in ongoing || Not considered To be avoided, as required | Intrinsic to the ap-

critical self-analysis
of the project to im-
prove and adapt

by legal provisions

proach, including chal-
lenges/difficulties with
the substance and pro-
cedure of the project,
decisions taken are subject
to scrutiny by interested
parties, stakeholders and
participants




Human centred consent in 2038

for online analytics



Socio-technical systems of consent

* Consent by design

e Utilitarian, Legalistic. A

* Symmetry of ignorance between
data gatherer and data giver.

* Design for use before use.

* Human centred consent
* Ethics of virtue.
. Con§ent as part of data act.|V|ty ® Utilitarian
* Design for design after design

.Ethics of

Virtue
.Legalistic

Maturity

>
design for use design for design
before use after design




The new paradigm: human-centred consent

Consent as Qualitative Longitudinal Research

Qualitative Longitudinal Study
Regulatory
m Data Data Social
@) Giver Gatherer Norms
=~ Reflexivity
: I 7
O
< Policy elicitation [ di':’;cr’r:z:a Trust ]
AN
Consent
Policy
m A4
zZ . x
8 use ‘l Reference CRchion: Governance
g request '| Monitor
E 7y
m
5 Data
Resource




Example of a Qualitative Research method

Research
Question

Grounded Theory

interviewing / memo

/ . . 3 3

Interview initial .

> i categories

Data coding

line by line coding Ip
S

axial coding > focused
comparing incidents codin g

i

Formal theory

(understanding of consent)



Consent policy elicitation using Grounded Theory

Research
Question

Grounded Theory

coding, memo-writing

semi-structured
interviewing

. N\
Interview initial
Q Data coding coresories
. . y, g % categories
* 5 g. categories

N\ a 5

fOCU§ed oM I dependencies

coding 2
J

v

Attribute
observation
DNF dataset

EM Learning

v

Interview data

VR: do you think if you were out on the street and there was
3 homelesspers, maybe s, and if o loked ¢ ttribut
that person and thought, | want to take a photograpl
of that because | want to make a point about it, | want codes attrioutes observed
to use it sometime, do you think you'd take that kind of

photograph
Bob: no, | wouldn't, I think it's just probably because, I think ph enomena

to me it would be exploiting that person really and con- | P1iorS.of homeless:
child | family | share | suffering | vulnerable / \
- - - - [ vulnerable Bayesian network

sidering their circumstances, it's almost like you're tak. | 2ioiting them:
- Ishare - vulnerable

ing, sort of dehumanising that person, almost objectify- | 4<humanising and
child - - - vulnerable consent po”cy

ing them sort of, so in a sense you're homeless, you're on | 2FectiYing them
the street, so therefore, | can take a photograph and the | reason for taking

- - - suffering | vulnerable
- Ishare | suffering -

intention might be to publicise the issue, but in actual | photos: might not
fact in doing that you're also sort of putting a negative | be what you intended
spin on it as well, but | feel the same way about, for

instance, pictures taken in developing countries of starv- | photos from

ing children and stuff like that, and tee shirts with logos | developing countries
from different organisations because you might argue on | of children

one hand that you have to advertise for the cause and child ~ Ishare ~
it's important to raise peoples’ consciousness about is- | protecting privacy :
sues like that, but in saying that there’s also something | and dignity. difficult - Ishare - vulnerable

- family | share - -
- Ifamily | Ishare - -

that | find a bit disturbing in that sa to balance

-y and things like that and | think the | circle of friends and
es s try igh that u family: less complex

e

context/purpose
different: more complex

pa byl




In the meantime ...



Judging maturity: consent actions

Consent Maturity Levels
Criteria Description Utilitarian | Legalistic | Virtue
Initial Consent Agreement to partici- || Opt-out Opt-in Opt-in, includes cooling-off
pate period, following which a
confirmatory opt-in is re-
quired, otherwise refusal is
presumed
Altering consent Modification of the || Not facilitated Possible, onus on partici- | Offered regularly and easily
agreement pant to discern procedure achieved
Withdrawing con- | Revoke the agree- || Not facilitated Possible, onus on partici- | Offered regularly and easily
sent ment to participate pant to discern procedure achieved
Scope of initial con- | What is encom- || As broad as possible: inter- | Interpreted in terms of what | Limited to what was con-
sent passed by any initial || preted inclusively is reasonable or in the inter- | veyed initially: interpreted
agreement est of the common good strictly, erring on the side of

exclusion

Ongoing consent

Consent is a process
throughout the dura-

tion of a project

To be avoided

Avoided, consent is revisited
in a strictly formal manner,
adhering to the provisions
of any agreement

Participants are routinely
consulted, reminded of
the options available to
them, such as withdrawal.
Changes in consent are
easily achieved.

Further consent

Consent is sought
for any further or
secondary analysis,
Data Initiatives.

Opt-out, covered by initial
consent, and if necessitated
by legal provisions, is pre-
sented in a way that requires
agreement in order to access
information/services.

Opt-out, adheres to strict le-
gal requirements.

Opt-in; a lack of response
from participants to a re-
quest for further consent is
regarded as a refusal.




Judging

maturity
data and
relationships

Consent Maturity Levels

Criteria Description Utilitarian | Legalistic | Virtue

Explanation of | Comprehensive and || Minimum provided at outset | Specified precisely in legal- | Elucidated clearly and acces-

project relevant information istic language sibly, including possible con-
provided sequences, updated as neces-

sary, questions invited.

Informing  Partici- | Participants are kept || Not necessary. Not envisaged, to be ex- | Communicated to partici-

pants up to date about the cluded from any agreement | pants in an accessible way,
project and informed with participants along with appraisal, includ-
of what emerges ing start and completion
from data analysis date of analysis. Response is

invited, and taken on board.

Withdrawing data Partial or complete || Not facilitated Possible, onus on partici- | Offered regularly and easily
withdrawal of data pant to discern procedure | achieved

Reuse of existing | Existing data is || Acceptable Allowable if deemed to be in | Not envisaged: once initial

data sets subject to secondary the interest of the common | purpose is complete, further
analysis, such as good and/or in line with cur- | use requires consent ‘ab ini-
Data Initiatives rent social norms tio’

Linking of data sets | Data Sets can be || Acceptable Allowable if deemed to be in | Not envisaged: once initial
linked for analytic the interest of the common | purpose is complete, further
purposes good and/or in line with cur- | use requires consent ‘ab ini-

rent social norms. tio’

Trust Mutual trust is built || Not envisaged. Not envisaged, access to in- | An intrinsic part of the ap-
and maintained formation available as re- | proach, including easy ac-
through fostering quired by legal agreement. | cess to information regard-
openness and equity ing past data breaches, reme-

dies implemented, a history
of the organisation’s activi-
ties.

Reflexivity Engaging in ongoing || Not considered To be avoided, as required | Intrinsic to the ap-

critical self-analysis
of the project to im-
prove and adapt

by legal provisions

proach, including chal-
lenges/difficulties with
the substance and pro-
cedure of the project,
decisions taken are subject
to scrutiny by interested
parties, stakeholders and
participants




