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TCP/IP Recap

[IP] A source system wants to send a message to a destination system.

Msg 1 : Source → Destination : message

The IP-address of the source and destination are contained in the Network
header of the packets exchanged. The message data is contained in the
application header.

However, when multiple messages are sent it is possible that they may arrive at
the destination out-of-sequence or are even lost.

[TCP] facilitates correct ordering of data arriving reliably at destination socket
connection.

Source system establishes a TCP connection to a port on a destination system,
whereupon the source can send any amount of data and be sure that the
destination application (associated with that port) receives the data in the
correct order.
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Network Application Example

For example, sendmail is a Unix application that is used to route, send and
receive email messages. It runs on a server, ‘listening’ on Port 25 for requests
from other systems.

For example, a user on on cosmos.ucc.ie sends a request to the application
running on smtp.ucc.ie:

> telnet smtp.ucc.ie 25

helo cosmos.ucc.ie

mail from: <taoiseach@gov.ie>

rcpt to: <s.foley@cs.ucc.ie>

data

......

The data related to the request (above) is contained within the application
data of the packet.

Application does not provide authentication of sender: no check whether

user/system sending request corresponds to originating email address.
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Network Application Example

Inspecting packet sent from cosmos.ucc.ie to Port 25 on smtp.cs.ucc.ie,
yields the following data (organized by header):

Physical HWaddr (cosmos) 00:10:5A:4B:09:32,
...

Network from 143.239.75.206
to 143.239.153.184 ...

Transport ... to port 25, ...

Application mail from: <taoiseach@gov.ie>

rcpt to: <s.foley@cs.ucc.ie>

data

......

When the packet arrives at smtp.ucc.ie, a daemon, such as xinetd in Unix,
knows that a packet arriving on Port 25 should be directed to the sendmail

process. The sendmail process running on smtp.ucc.ie effectively receives
the application data portion of this packet.

sendmail implements the SMTP protocol (an “application layer protocol”).
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Sample Network Packet Content

tcpdump -A display traffic on a network (run here on smtp.cs.ucc.ie)

sudo tcpdump -A port smtp

[....]

09:25:45.143837 IP 143.239.74.165.50483 > neptune.cs.ucc.ie.smtp:

P 1:21(20) ack 35 win 65535 <nop,nop,timestamp 157409668 291916037>

U.......w.....J......3......a...fI.helo cosmos.ucc.ie

[...]

09:25:45.144090 IP neptune.cs.ucc.ie.smtp > 143.239.74.165.50483:

P 35:55(20) ack 21 win 5792 <nop,nop,timestamp 291932278 157409668>

U.................J....3.f.va..250 neptune.ucc.ie

[...]

09:26:23.078507 IP 143.239.74.165.50483 > neptune.cs.ucc.ie.smtp:

P 21:48(27) ack 55 win 65535 <nop,nop,timestamp 157410047 291932278>

U.......~.....J......3......a...f.vmail from: <taoiseach@gov.ie>

[...]

09:26:44.486250 IP 143.239.74.165.50483 > neptune.cs.ucc.ie.smtp:

P 48:77(29) ack 69 win 65535 <nop,nop,timestamp 157410261 291970212>

U.............J......3.....a...g..rcpt to <s.foley@cs.ucc.ie>
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Shodan
Searching for sites based on Internet header data
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SCADA / Industrial Control Systems
Supervisory Control and Data Acquisition
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SCADA over public networks
One seemingly simple security objective

“[...] SCADA
communications should be
encrypted and routed
through a VPN tunnel
through corporate IT or other
non-critical networks. [...]”

[Securing the move to
IP-based SCADA/PLC
networks, UK Centre for the
Protection of National
Infrastructure (CPNI), 2011]
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Use shodan to search for a use case
Siemens S7comm protocol over TCP/TSAP on Port 102

http://shodan.io
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The ICS use case
Siemens S7comm protocol over TCP/TSAP on Port 102
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What have we found?



Networking recap Motivation The cautionary tale Threat Management Conclusion Extra

What have we found?



Networking recap Motivation The cautionary tale Threat Management Conclusion Extra

Are there any published vulnerabilities?
Search the CVE vulnerability database via CVE details

https://cve.mitre.org
https://cvedetails.com
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A denial of service vulnerability
(at least for this version v.0.5/v.2.0.12)
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Vulnerabilities

S7comm on Port 102
CVE-2015-2177 Denial of service;
Preset userid/password Basisk;

PPTP on Port 1723
MS Security Advisory 2743314:
MS-CHAPv2 weakness;. . .

CWMP over HTTP
CVE-2014-9222, CVE-2014-9223:
misfortune cookie vulnerability;. . .

Huawei home gateway
CVE-2015-7254 path traversal;
CVE-2013-6786 embedded web
server XSS; . . .

At least there’s no SCADA
embedded webserver!
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What exactly are the objectives?

The security expert’s view

• Security properties, ...

• Setup a VPN, use a firewall, punch a
hole for VPN traffic, ..

Convoluted Systems: the user’s view

• Configuration efficacy based on user
expertise and best practices.

• Dealing with multiple objectives is
difficult.
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The ICS use case
Siemens S7comm protocol over TCP/TSAP on Port 102
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Possible setup behind the scenes?

Use a Virtual Private Network

Siemens FAQ8970169
“Port 102 is blocked by default in routers and firewalls and must
be enabled for the complete transfer route”

Original firewall policy
Index [...] Src IP Src Port Dst IP Dst Port Action
1 ... *.*.*.* ≥ 1024 plc 102 Allow
2 ... *.*.*.* ≥ 1024 fep 1723 Allow
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From: Simon Foley

Subject: XXX Cyber Physical System

Date: March 23, 2016 at 12:02:31 PM GMT+1

To: XXX

Dear XXX,

[...] In preparing a talk on Cyber Physical Systems security I came across an issue on a system which, if

I was to guess, is operated by XXX, and wanted to draw your attention to this, in your capacity as [...]

A screenshot with the details is attached and Shodan reports the address of the building as XXX,

which, looking at Google Streetview, seems to have some relationship with XXX. In case you’re

not familiar with it, Shodan.io is an Internet search engine that [...]

Of concern is that Port 102 on the system is reported as open to the Internet. Siemen’s S7comm protocol

runs over Port 102 and is used for communications between programmable logic controllers and SCADA

systems. Looking at the header information it looks like there’s a Siemens SIMATIC S7-300 PLC

(315-2DP CPU) controller at this address. For example, CVE-2015-2177 [1] notes that versions of the

SIMATIC S7-300 is vulnerable to denial of service attack via this protocol as described by Beresford [2],

who also discovered a hardcoded userid/password (‘Basisk’) for internal diagnostic functions [3].

I’m speculating here about the connected system, based on the Shodan report, and no attempt was made to

access/test the system.

Best practices, for example [4], recommend that the controller and PLCs should be deployed on an

internal control network and a VPN tunnel used when accessing the controller over the Internet/public

network. VPN access to the local Control Network does appear to be provided via PPTP on Port 1723

on the system, however, it looks like the S7comm Port (102) has been (perhaps accidentally) left open.

The S7comm service on Port 102 should not be directly accessible over a public network.

If this is not a XXX controlled system then perhaps you might be able to suggest who the owner might

be so that I can contact them?

Best regards,

Simon Foley
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Postscript - March 2016
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Firewall policy objectives

FEP	PLC	

firew
all	

ADMIN	
Internet 

EVIL	192.168.100.0/24 

102 3389 

IPin IPex 

(Keep things simple: VPN via Port 3389)

Initial policy UPol
Index [...] Src IP Src Port Dst IP Dst Port Action
1 ... *.*.*.* ≥ 1024 plc 102 Allow
2 ... *.*.*.* ≥ 1024 fep 3389 Allow

CPNI Recommendations: CPNI
Index [...] Src IP Src Port Dst IP Dst Port Action
1 ... 192.168.100.0/24 ≥ 1024 plc 102 Allow
2 ... external IPs * plc 102 Drop
3 ... external IPs ≥ 1024 fep 3389 Allow

Remote Desktop Policy: RPol
Index [...] Src IP Src Port Dst IP Dst Port Action
1 ... admin ≥ 1024 fep 3389 Allow
2 ... *.*.*.* * fep 3389 Drop
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Composition of policy objectives

FEP	PLC	

firew
all	

ADMIN	
Internet 

EVIL	192.168.100.0/24 

102 3389 

IPin IPex 

UPol ;CPNI ;RPol
Index [...] Src IP Src Port Dst IP Dst Port Action
1 ... *.*.*.* ≥ 1024 plc 102 Allow
2 ... *.*.*.* ≥ 1024 fep 3389 Allow

3 ... 192.168.100.0/24 ≥ 1024 plc 102 Allow
4 ... external IPs * plc 102 Drop
5 ... external ≥ 1024 fep 3389 Allow

6 ... admin ≥ 1024 fep 3389 Allow
7 ... *.*.*.* * fep 3389 Drop

Each firewall rule takes the form of a series of conditions on packet fields that
must be met in order for that rule to be applicable, with a consequent action
for the matching packet. Given a network packet, the rules are tested in the
order in which they appear in the table. Once a packet has been successfully
matched against a rule, no further rule tests are carried out for that packet.
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Composition of policy objectives

FEP	PLC	

firew
all	

ADMIN	
Internet 

EVIL	192.168.100.0/24 

102 3389 

IPin IPex UPol ;CPNI ;RPol
Index [...] Src IP Src Port Dst IP Dst Port Action
1 ... *.*.*.* ≥ 1024 plc 102 Allow
2 ... *.*.*.* ≥ 1024 fep 3389 Allow

3 ... 192.168.100.0/24 ≥ 1024 plc 102 Allow
4 ... external IPs * plc 102 Drop
5 ... external ≥ 1024 fep 3389 Allow

6 ... admin ≥ 1024 fep 3389 Allow
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A redundancy conflict occurs when two firewall rules can filter the same
packets and those rules have the same target actions over those packets and
that the removal of the redundant rule does not affect the semantics of the
firewall configuration.

A shadowing conflict occurs when a rule is never matched due to a previous

rule filtering the same kinds of packets (equivalence or subsumption) and both
rules have different target actions.
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Postscript - May 2016
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Postscript - June 2016
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Postscript - October 2016
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Composition of policy objectives
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[Aside: redundant rules can promote policy update inconsistencies: revising
one rule may not give the desired effect if there are other redundant rules, or
changes become time-consuming as all applicable rules much be searched for
and updated.]
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Postscript - December 2016
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Wasn’t (RPol ;CPNI ;UPol) obvious?
iptables -P FORWARD DROP
iptables -I 1 FORWARD -o eth0 -p icmp –icmp-type echo-request -j DROP
iptables -I 4 FORWARD -o eth0 -s 10.0.0.0/8 -j DROP
iptables -I 11 FORWARD -d plc --dport 102 -j ACCEPT
iptables -I 1 OUTPUT -p icmp –icmp-type echo-request -j DROP
iptables -I 5 FORWARD -o eth0 -s 172.16.0.0/12 -j DROP
iptables -I 6 FORWARD -i eth0 -s 192.168.0.0/16 -j DROP
iptables -I 7 FORWARD -o eth0 -s 224.0.0.0/4 -j DROP
iptables -I 8 FORWARD -o eth0 -s 240.0.0.0/5 -j DROP
iptables -I 9 FORWARD -o eth0 -s 127.0.0.0/8 -j DROP
iptables -I 10 FORWARD -o eth0-s 0.0.0.0/8 -j DROP
iptables -I 11 FORWARD -d fep --dport 3398 -j ACCEPT
iptables -I 12 FORWARD -o eth0 -d 255.255.255.255 -j DROP
iptables -I 13 FORWARD -o eth0 -s 169.254.0.0/16 -j DROP
iptables -I 14 FORWARD -o eth0 -d 224.0.0.0/4 -j DROP
iptables -I 15 FORWARD -p tcp –tcp-flags ACK,URG URG -j DROP
iptables -I 16 FORWARD -p tcp –tcp-flags FIN,RST FIN,RST -j DROP
iptables -I 17 FORWARD -p tcp –tcp-flags SYN,FIN SYN,FIN -j DROP
iptables -I 19 FORWARD -p tcp –tcp-flags SYN,RST SYN,RST -j DROP
iptables -I 11 FORWARD -d plc --dport 102 -j DROP
iptables -I 20 FORWARD -p tcp –tcp-flags ALL ALL -j DROP
iptables -I 21 FORWARD -p tcp –tcp-flags ALL NONE -j DROP
iptables -I 22 FORWARD -p tcp –tcp-flags ALL FIN,PSH,URG -j DROP
iptables -I 23 FORWARD -p tcp –tcp-flags ALL SYN,FIN,PSH,URG -j DROP
....
...
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Postscript - 03 March 2017
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Postscript - 13 March 2017
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Postscript - 17 March 2017
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Postscript - 20 March 2017
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Conflicting control recommendations

• Setting up a VPN here implicitly means
closing Port 102 at router

• However, for S7 service availability,
suggestion is that Port 102 is open

• When alerted to potential confusion,
Siemens updated FAQ

• But, we also look for advice elsewhere.

Following a control recommendation does
not necessarily mean threat is mitigated.

Must also check the efficacy of the control
at mitigating the threat.
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Security threat management for the ICS use case
Objective: provide remote supervisory control to ICS

Threat: attacker accesses PLC

• CPNI: tunnel S7 traffic over VPN.

• Only admin IP may access via VPN.

• Software update mechanism.

Efficacy: are threats mitigated?

• Check VPN/firewall is configured.

• Audit HW/SW versions, run shodan, ...

• IDS checks for suspicious S7 packets on
internal network.

Threat: PLC is unreachable

• FAQ: “[...] open Port 102 on router”

https://github.com/Z-0ne/SCADA-Rules
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Conclusion

• Security control selection does not necessarily mean system is
secure: controls can conflict, be ineffective or missing.

• Assess the efficacy of threat mitigation: intrusion detection,
ongoing audit, shodan investigation, ...

• Policy anomalies: what is meant by policy composition?

• Vulnerabilities are not limited to code.

• Studies help us to understand why.
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Resources and further reading

• https://shodan.io

• “Journalists warned system owners and Norwegian NSA of 2500
critical data flaws”, Dagbladet, 06.01.2014.

• Dagbladet, NULL CTRL, https://www.dagbladet.no/nullctrl

• Front-end for CVE data https://www.cvedetails.com

• SN Foley, Getting security objectives wrong: a cautionary tale of an
Industrial Control System, In proceedings of International Workshop
on Security Protocols, Springer LNCS 10476, 2017.

• Robert Graham, FAQ: Firewall Forensics (What am I seeing?), Linux
Security, 2000.

https://shodan.io
https://www.dagbladet.no/nyheter/journalists-warned-system-owners-and-norwegian-nsa-of-2500-critical-data-flaws/61920296
https://www.dagbladet.no/nyheter/journalists-warned-system-owners-and-norwegian-nsa-of-2500-critical-data-flaws/61920296
https://www.dagbladet.no/nullctrl
https://www.cvedetails.com
https://link.springer.com/chapter/10.1007/978-3-319-71075-4_3
https://link.springer.com/chapter/10.1007/978-3-319-71075-4_3
https://linuxsecurity.com/resource_files/firewalls/firewall-seen.html
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Responsible disclosure

Give stakeholders opportunity to address issues

• Contacted owners of email sites about SMTP vulnerabilities.

• Contacted ICS owner about the Scada/other vulnerabilities.

• Contacted Siemens about the ‘confusion’ in FAQ 8970169.

Shodan investigation only; did not visit/probe the sites
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Security as comparison
Formalizing what we mean by composition of policy objectives

Secure Replacement P v Q

• P is no less secure than Q.

• Currently upheld objective Q can be
securely replaced by objective P.

• Compliance: P v CPNI

Secure Composition P u Q, P t Q

• A lattice of policy objectives.

• Objective P u Q as ‘best’ objective that is
no less secure than P and Q.

• Replace P by P u (CPNI t RFC5735)

> least
secure

⊥ most
secure

P

Q



Networking recap Motivation The cautionary tale Threat Management Conclusion Extra

Security as comparison
Formalizing what we mean by composition of policy objectives

Secure Replacement P v Q

• P is no less secure than Q.

• Currently upheld objective Q can be
securely replaced by objective P.

• Compliance: P v CPNI

Secure Composition P u Q, P t Q

• A lattice of policy objectives.

• Objective P u Q as ‘best’ objective that is
no less secure than P and Q.

• Replace P by P u (CPNI t RFC5735)

> least
secure

⊥ most
secure

P

CPNI



Networking recap Motivation The cautionary tale Threat Management Conclusion Extra

Security as comparison
Formalizing what we mean by composition of policy objectives

Secure Replacement P v Q

• P is no less secure than Q.

• Currently upheld objective Q can be
securely replaced by objective P.

• Compliance: P v CPNI

Secure Composition P u Q, P t Q

• A lattice of policy objectives.

• Objective P u Q as ‘best’ objective that is
no less secure than P and Q.

• Replace P by P u (CPNI t RFC5735)

> least
secure

⊥ most
secure

P Q

P t Q (P or Q)

P u Q (P and Q)
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A (simplified) lattice of firewall policies

Secure Replacement P v Q
Policy Q can be replaced by policy P, if P is no less restrictive than Q.
For all P,Q : Policy :

P v Q ≡ (accepts(P) ⊆ accepts(Q)) ∧ (denies(P)⊇ denies(Q))

P t Q ⇔ (accepts(P) ∪ accepts(Q)) ∧ (denies(P) ∩ denies(Q))

P u Q ⇔ (accepts(P) ∩ accepts(Q)) ∧ (denies(P) ∪ denies(Q))

Lattice of policies (Policy ,v,t,u)
A lattice under v; lowest upper bound t and greatest lower bound u.

Policy compositions

Pol = UPol u (CPNI t RPol)
= (RPol o

9 CPNI o
9 UPol);

Pol ′ = Pol u RFC5735
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Some sample Snort IDS rules

We could configure an IDS to look for any traffic that might suggest attempted
use of the built-in Basisk Siemens account, for instance a Snort style rule that
looks for any packet containing string "Basisk":

alert TCP any any -> any 102 \

(msg:"access attempt using Basisk backdoor account"; \

content:"Basisk"; )

However, this is a coarse-grained rule: we would like to be able to discriminate
an attack on a vulnerable system (that could succeed), versus a unsuccessful
attempt against a non-vulnerable system (that could not succeed).

It is also possible that access to this hard-coded account on legacy systems via
the local network might be considered a necessary operation for certain legacy
workflows.

Some Snort IDS rules for Simatic S7 can be found here and here

https://github.com/Z-0ne/SCADA-Rules
https://github.com/John-Lin/docker-snort
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Some sample Snort IDS rules

Stateful rule attribute flowbits is used to track rule state during a transport
protocol session. It’s set to backdoor when it appears that there is a S7
connection attempt made using the backdoor Basisk userid/password.

alert TCP any any -> any 102 \

(msg:"access attempt using Basisk backdoor account"; \

content:"Basisk"; \

flow:to_server,established; \

flowbits:set,backdoor; )

If there is subsequent activity on the attempted Basisk TCP session then it
could indicate that the login was successful. The following rule triggers an alert
if it appears that there is an attempt to send a request to delete a block over
that same session:

alert tcp any any -> any 102 \

(msg:"Delete block requested via backdoor account"; \

content:"|03 00|";offset:0;depth:2; \

content:"|05 5f 44 45 4c 45|";sid:20; \

flow:to_server,established; \

flowbits:isset,backdoor; )

However, the correlation here is crude.
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